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2017 Top Cybersecurity Threats

Ransomware |, 65%
loT vulnerabilities NN 5%
Email/Social Engineering/Data Breaches NG 5%
loT for DDoS attacks N 5%




Ponemon Institute LLC - June 2017 - https://www.ponemon.org/
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36 Empresas participaram do estudo.
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milhées em prejuizos acumulados em 2017.

9% de crescimento do custo em relacdo a 2016.
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Dyre Wolf



The Dyre Wolf Attack Steps

= YR T Y
PHISHING MALWARE EXECUTED MALWARE EXECUTED ACCOUNT

Problem with
your account,
call the bank at

1-800-XXXX

An employee within the targeted Upon opening the attachment,
organization receives an email

with the Upatre malware

Upatre establishes
the Upatre malware is installed communication to the attacker

and downloads Dyre

Dyre alters the response from
bank’s website, tricking the victim
to call an illegitimate number

THE PHONE CALL
ADVANCED SOCIAL ENGINEERING i) THE WIRE TRANSFER [g THE DDOS

To overcome measures by the bank to
protect against fraud; the Dyre Wolf social
engineers critical information from the victim

Upwards of $1.5 million USD is quickly
and efficiently transferred from the victim’s
account to several offshore accounts

Immediately after the theft, a high volume
DDoS against the victim starts; in order
to distract or hinder investigation

IBM Security

© 2015 I1BM Corporation



Dyre Wolf

Estimados Arrecadados 2014- 2015
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12 de Maio 2017

Ooops, your important files are encrypted.

If you see this text, but don't see the "Wana DecryptOr" window,
then your antivirus removed the decrypt software or you deleted
it from your computer.

If you need your files you have to run the decrypt software.

Please find an application file named "@WanaDecryptor@.exe" in
any folder or restore from the antivirus quarantine,

Run and follow the instructions!
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Redmond, Washington

1:05 PM
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GLOBAL CYBER ATTACK
Hackers release new version of ransomware

BREAKING NEWS

NHS CYBER ATTACKS

Barts Trust has cancelled routine appointments
BEEME NEWS  16:13 MERGENCY . THERE ARE REPORTS OF HOSPITAL.
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+ Valt7 (Update 31/08 “Angelfire)

+ Tecnologia Legada Obsoleta
........................................ O Ol O

+ Campanhas Sofisticadas
> g

+ O quanto estamos preparados?
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em 150 paises em um espaco de trés dias
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pagaram

|
O da acao deste ataque foi sacado em 7

operac¢oes simultaneas realizadas no dia
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+ Organizacoes Criminosas Estruturada

+ Crime as-a-service (CAAS)
I

+ Marketplace (AlphaBay)

|

+ Arquitetura Financeira (BlockChain)




+ Ambientes Complexos

+ Limitacao de Investimento

+ Setor em alta expansao
> : *“7 = /7—"”‘




+ E mais facil atacar do que defender

+ Fator humano explorado
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+ Empresas de Seguranca
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Alert levels

Millions Less than A few
and Millions 1 million thousand
billions  perday per per

per day month month

«Verified breach

« Attack formation
« Potential breaches
« Misuse
« Pre-attacks
« Policy violations
« Identified
e Noimal vulnerabilities
« Audit trail
« Failed attacks
« False alarms

« Raw events

> >
Technology Technc //analyst Analyst




ALLIANCE
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Visibilidade Convergéncia Flexivel/Aberto
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‘“ Access Security
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D Client/loT Security




Application Security

Cloud Security
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Secure WLAN Access
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Endpoint and loT




Cloud SDN Sandbox
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